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ZETsunami

Hbskrack

|
|
kT sumnami:
|
Zcash was the Firsk to inplement and apply ZE-SHAEK in H I lj E'

Ehe decentralized crypkocurrency, include a seckion

explaining what is zk snarkbuk the trusted setup skep of

Zk SHAER presents a securiby risk. The relatively coskly E E. I-I E. .a t h

proof generation further redoces the likelihood of ks

being adopked in prackice.

ZkT=unami implerments and integrakes the sktate-of-the-art t h E. I.I.I .a I...I E. S

sebup-free zero-knowiledge proof protocol to enable

Erustless  anonygmouws  pagment For smark conkrack

platforms. Our  proposed ZRK-AnonSHARE  scheme  also

aktains Ehe opkimal balance bebween performance and n
|

securiby, i.e., almost constant proof size and efficient proof n__u

generation and werification. This will anonymize any

i @ crypkocurrency including Bikcoin and Ethereun.
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lnkroduckion

Crypkocurrency since the inception of Bikcoin has
considered user anonymikty as its core wvalue [11].
Anonymous crypkocurrencies such as 2cash [3],
CryptaMake [12], and Himblellimble [2, 1] kake the
probection of individual anonygriky one skep
further by adopting rmore sophiskticaked
crypkographic bools, including a one-tirne inkable

ring sigrakture, Ehe confidential transackion wikth a
Fange proof, or even more genetal zero-
knowledge succinck non-inkerackive argumenks
of knowledge [ZR-SHARE). AL the center of these
techinological innowations are Ehe adapkaktion and
inplementaktion of Zk-5SMHARRK proftocols in real-
wrorld applicakions, since loosely speaking, bokh
linkable ring signakture and range proof can be
e ed

as a special kind of zero-knowiledge proof,

2k Tsunami

Howsever, there 1= a Fundamenkal conflick
bebween Ehe throughpok and security Ehak Ehe
exisking anonymous crypkocurrencies Fail ko
addre=s due ko Ehe limitakion of the SHAER
schernes they have adopked. In other words, Ehe
SHAER protocols either require ak leask log
arithrnetic proof size, or a trusted setup sktep Ehat
1= Indizspensable, which nok only implies &
Ffundamental securiby Flaws buk alzo conkradicks
the decentralized and btransparenk nakture of
anonymous crypbocurrency.

The core technical contribution of ZkTsunami is
the implemenkakion and inkegrakion of skake-of-
the-ark, setup-free, zero-knowledge, almosk
conskank-zsize, succinck non-inkeractive argumenk
of knowledge [ZR-AnonSHARE] schemes which can
guarankees bokh sender and receiver anonymiky,
and the btransacktion amounk confidentially.

Buk before we delue inko Zk-AnonSHARR, wie shall
dizkill Zk-SMHAERK Firsk

2R T sunani
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2k =narks Explained

£k Snarks represent a sophiskticakted kype of
zero-knowledge proof syskem Ehak enables
the creaktion of concise and efficienk proofs
thak third parkies can easily verify. Essenkially,
Zk Snarks take a complex compukaktion and
transform ik inko proof Ehak can be quickly and
securely verified by a third parky. This process
prowvides a high degree of privacy For
transackions, allowing bokh parties to mainkain
anonygrmikty wwhile completing their Eransackions.

Eeneriks af
SF Snarks

One of the main benefits of Zk Snarks is their
ability ko prouvide privacy in kransackions. Bokh
parkies musk reveal their identities ko compleke &
Eransaction in traditional bransackions.

LIhile Ehere are different mekthods for
implementing 2K, SHARK [Succinck Hon-

AERMIEER, BElD el S delin [PERDES EEm Interactive Argument of Knowledge] is one of
remain anonumous while stll completing the the most adueanced techniques. What makes ZK-
transzaction. ZK Snarks can also be uzed ko ensure SHAREK unigque is it=s ability bo provide a succinct,
Ehat a compukbation was performed correckly non-inkerackive, and argument_baged

without revealing any of the inpuks or ouktpuks of .E||:||:|r'|:|a|:|"| ko |:|r'|:||:|F conskruckion.
Ehe computation.

Thi=s kechnology is wversatile and can be used in
various applications such as crypkocurrencies,

& @ wvoking syskems, and identity wverification sysktems.




2k Snarks

The "5" in SHARR stands For "succinck,” wihich refers ba the
ability of the syskem to handle heawy compukational
tranzackions by inktroducing brewviky inko Ehe process. The "H”
skands For "non-inkerackive,” wahich reans that provers and
verifiers do nok need ko relake bo one anokther. This Feature
alloves Zk-SHARR Eo elirninake the need For sinnultaneous
relations bebween provers and verifiers by handling the
inkerackion through the 2K skack.

The "A” in SHARK stands For "argurment,” which is Ehe
mechanism that enables provers bo convince verifiers of the
correcbness of a stakement. This process requires significant
computational poweer. The "B skands For "knowaledge ™
wWhich refers bo Ehe information exkracked by Ehe exkrackor
to detetrmine wihekther a skatement is troe or False,

Finally, the arithimetic circuiks in ZB-5MHARK represent an
essenkbial component of Ehe sgstem’s inmplermentation. The
circuik i a finike Field M elerent thak can dektermine whether
a skakernent is true or False, This circuik i construcked using
an argumenk sysktem arithmetic approach that combines Ehe
public and private skakements in a finike Field ko produce a
tesulkin Field F.

Thiz Formula can be expressed as Clxyl = F, where =
represents the public stakemenk, g represents the private
skaternent, and C represents the circuit,

Let C be a circuik over a finike field M, such Ehak Clxy] — F,
where x € M represents the public skatement andy € N
represents the private skaktemenk, and F is a field. The

argurnenkt syskem arithmetic can be described as Followwes:

Clxul 2 F, where x €H
Circuik[Public Skakerment in Finike Field + Private Skaterment in
Finite Fieldl = F

Thus, Ehe Funckion C Eakes buoo inputs, x, and g, where =
represents the public stakement and g represents the private
skaterment. The oukput of Ehe Function is F, a Field, indicating
wihether the skaktement is brue ar Falze,

Ouerall, £k Snarks prowide a highly sophiskticated and effective
means of ensuring privacy in bransactions while maintaining a
high lewvel of security and efficiency. The combination of
succinck, non-inkeractive, argument-based proof construction
and the use of advanced arithrmetic circuits makes ZE-SHARRK a
compelling opkion For organizations seseking a secure and
private means of conducking transactions.

2R T sunani
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2k Snarks in

ldenkiby Yerificakion

s skems

Sk snarks in
Cryptocurrencies

2k =narks in
Yokbing Syskems

Zh Snarks can be used in idenkiby verificakion
sskems ko verify the identity of a user wikthouk
Fequiring the user ko reveal their personal
imnformation. This kechnology can help prokect
user privacy while ensuring the inkegriby of the
verification process, itk ZK Snarks, users can
prove their idenkiby without revealing sensitive
infarmakion.

For example, the uPort plakform uses 2K
Snarks ko verify user idenkikties on Ehe
Ebhereum blockchain, ensuring thak personal
information is kept private while providing a
high Lewel of security and accuracy in idenkity
verificakion.

£k Snarks can be used in crypkocurrencies to
provide transaction privacy withouk sacrificing
nebwork security. This technology can be used
ko conceal the sender and receiver's identity
while ensuring the transaction's inkegrity.
For example, the cryptocurrency Zocash uses
£k Snarks ko enable anonygmous transackions,
allovsing users to send and receive funds
withiouk reve aling Eheir identities or
kransaction details ko others on Ehe nebwork.
Thizs approach prouvides a high lewvel of privacy
For users while still mainkaining Ehe inkegrity
and securiby of the transaction system.

Yoting syskems can also benefit From 2k
Snarks. ZK Snarks can be uzed bo ensure that a
wvobe weas counked correctly without revealing

Ehe voter's idenkiky. This technology can help
prevent vober Fraud and ensure Ehe inkegrity
of the wvoting system. With 2k Snarks, vokers can
voke anongmously withook Fear of rewvealing
Eheir idenkiby.
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Lirmitaktions

1. Trusked Sebup: £k Snarks require a truskted sektup, which can be a security concern.
Ouring Ehe setup, a sek of paramekters are generakted to generake the proofs.

IF Ehese paramekers are compromised, the syskem’s securiky can also be compromised. While
there are mekthods bo mikigake thizs risk, such as mulki-parky compokakion, the brosked sektup
remains a pokential vulnerability.

2. High Computaktional Eequirerments: 2K Snarks require significant compukaktional powser Eo
generake the proofs, making Ehem expensive and slowe bo use, This computational
requiremenkt makes ik challenging ko use 2k Snarks in real-time applicaktions and can limik
their scalabiliby.

R Tsunani
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sebup-free
k-HnonsMHER

The maxinnum Ehroughput of a blockchain protocol
iz mainly determined by the maximum block size and
average transackion =size, which iz Further
dektermined by the size of SHARE when it comes ko a
privacy-preszeruving blockchain prokocol. There are
mainly bweo bypes of Zk-SHARR schemes:

— Zcash has a conskant SHAER size buk requires a
trusted sebtup sktep, the compromise of whickh waill
allows the akttacker ko print infinike armounkts of
Zcash ouk of Ehin air withook Ehe possibility of being
detected [12, 4].

— Setup-free cryptocurrencies such as Monero,
Grin, and Beam do nobt scale well due Eo Eheir
asympkokically Larger SHAEK size. Their proof size
remains logarithmic ewven after adopting the wery
elegant Bullekpraof technique [E].

Zk-AnonsMAERER Schemes

Zh-HnonSHAER schemes realize the
sebup-free almosk conskank-zsize SHAER
for Ehe Firsk Eime. Ik has the adwantages of
bokh caktegories wikth none aof their
dowwenzides. e can likerally "eak the cake
arnd hawve it". Under the discrete logarithim
assumpkion, our recent wark [P] obtains
the mosk compack and efFicient Fange
proof among all existing candidates [wwikh

or withouk a brusted setup). Qur proofs
are 12% ko 20% shorker than the sbake-of-
the-ark Bulletproof [B] for skandard
choices of range size and securikby
parameter and are more efficient [both
Faor the prover and the verifier] by more
than an order of magnitude.




Comparizon of different bypes=s of SHHER =chemes

ZR-SHARK TRUSTED COMSTAMT
ccash SERO] SETUF SIZE PROOF
M

| Bulletproof LOGARITHMIC
[Mimblellimble Beam,Grin] SIZE PROOF

ZR-HnonsHARER [ALMOST]
2Rk Tsunanmi COMSTAMT
SIZE PROOF

EE
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ZCash, a pioneer in anonymous crypko

prokocols, leverages the ZR-SHARK Eech skack.
Howo ZET=unmamils B Howsewer, this bech stack has some Flawes, such
=T — R Okk as the requirement For a trusked setup, which
sLllel Eln = goes againsk the anonygmous nakture of
y I | blockchain kechnology. Consequently, ZCash's
Ll i I:I:“TII:'E.I Kb s C - anonymity iz only partial, and the prokocol Dash uses Ehe Coinloin

cannot provide iks users with complete privacy. Fech skack. wikich is 5

crypkbo-mixing protocol
rnatively builk For
EBitcoin-based
transackions.
Howsever, Dash baps
inko infrasktruckure
ather than

4 implemenking a crypko-
mixing proktocol ikselF,
Hdditionally, the
protocol i= currenkly
rebranding and
shifting Focus bowsards
adopktion, which has
reduced ks privacy-
centric kenet,

ZkT=unami is a revaluktionary
anonygmous crypko proktocaol Ehak =
dizrupking the rarkek by exhibiking
a zignificank increase in krading
wolume, This surge in demand 1=
akkributed ko the probocol’s abiliky

In conkrast ba ks competitors, ZkTsonami implements an end-to-end ZR-
AnonSHARE archibtecture, which supporks high-lewvel transactional privacy.
The protocol provides complete anonygrity withouk requiring a trusked
setup, ensuring thak the uzer's privacy is secure. This architecture offers &
significant improvement ouver the current market options, making
ZkT=sunami Ehe best choice For anonyrmous crypko transactions.

ZkT=sunami iz a game-changer in the anongmous crypto protocol market. ks
battle-tested end-to-end ZR-AnonSHARE architecture provides complets
anonynity withouk any limitations, making ik superior ko its competitors. Lith

to provide betker anonymity Ehan
Ik=s competitors. This bechnical
Wwhitepaper aims to inveskigake and
cormpare ZkTsunami againskt okher
anonygmous crypko prokbocols, such
as ZLash, Dazh, Grin, and BE=anm,
using research, Facks, and resulks.

itz geomekrically increasing trading volume, ZkTsunami is poised to becomes
Ehe leading anonygmous crypko probocol in Ehe market.

Grin and Beam are bwwo anongmous crygpko
prokbocols that hawve some limitations. Firskly,
Ehey do not suppork smark conktracks, whickh
lirniks the developers’ ability Eo utilize anonygmity
For transactions within a CAH. Secondly, their
accounkt cancellation rmode of operation, which

Fequires Ehe repetitive creation of new
Start accounks, is inconwenient From a user
experience poink of wiews,
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ZETsunami

Eazed on the concerns mentioned abowve, wie
beliewve thak Ehe design of Ehe governance
mechanism should emnbody Ehree charackeriskics,

LoeFnance
e

“adaptability”. "univer=zality” means that the
decision made by the governance mechanism can
represenkt the community consensus, and be
cornducive ko Ehe sustainable operation of Ehe
community; “inclusiveness" means thak diverse

Hfter research on the existing POS solutions can be produced under the cormimuanity
consensus mechanmism and Hhe behauior qovetrnance, and one can gain the besk advantage
_ aof “wizdom of croweds" throogh decenkralized
patberns of delegators and walidators, the decision-making process; "adaptability” means that
dezign of the gowvernance mechanism the g-:-tal'ce-tr;ﬁna_n-ie meEha?iEm Eh-:-U_lé:I bake ilnj'nt-:- t
_ accounkt Ehe inkeresks of community members a
should address Ehese concerns: difFerent
. Howe ko increase the woker turnouk rate skages, and an introduckion procedure as needed.
wihile keeping the system decentralized? Taking these three principles inko accounk, we
presenk the Followwing design For the communikty
2. Howe ko keep a balance bebween the governance Framework.

number of wakes and Ehe professionalism
of decision-rmaking?

2. Howe ko bookstrap the communiby and
& @ introduce the governance structure?




Ecosystem roles and
their behavior patkerns .

O

FPozzible ackivikies :

¥ ¥

ZhT holder
Definikion: a holder of the :
H ZkT holder can wesk Eheir
Eecome a community member by holding kT koken wiho uses ol " ki Falei
2R T tl:ll-iE'l-l[S]. HZET baken iz nok I:ll'll.g 3 SOMeE afF a|_|_ |:||: I:I'-IE' I:':'I{E'I-IE Blsssit= \galia I &= "-";I
‘FEific af co ] ik warkicioakion, buk . ||-||:E'|'-E'5|:.
cerkificakte :-I'. Communiby Far ticipaktion, |:l.J- Fa secure Fhe ZETsunami
alzo a skake in ZkTsunami prokocol, and ik
WAl play a cenkral role in community E":E'SHSI:E'T"
QOIS NanCE, 1-
Quantifying contribukion based on gas. is 2. IF a ZkT holder does nok

the basic unik Eo measure conktribukion in Echavior pakttern: voke
the SkTsunami ecosystem, and is on proposzals or hold &

calculated according ko Ehe guankity and “ET Eakern. _ _ _
hiolding period of ZKT koken. This means lozing skaking inkere sk,

woke on a proposal, Ehey wall
pay the opportuniby cosk aof

thak the more ZRT tokens and Ehe longer 1.
the holding period, the lower the H holder waill pay For &
tranzacktional cosks waill be, diffFerent commission rake,

depending on how rmany
LTI tokens they hold,
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lee Foundakion

Definikion: a serwice arganization thak does nok
parkticipakte in woking Eezponzibilities:

1. The development progress;

2. drganize a voking process;
=. Financial management;

4. Hnd okher specific makkers.




Taken Economics

$EHT Far The economic model of our currency is deflation-based.
= HE an early stage, the validators will be paid the Fee For
FLII'II:|I"-EII5II'Il;| their efforks. The Fee pagment process will be

accompanied by a proportional ZKT burning rechanism
similar ko Bancor.
Llith Ehe development of our syskem, we envision our
ecosskemn can offer more sophisticaked serwices okther
than simmple pagmenk. The pokenkial services include
privacy-preseruing proof-of-idenkiby, confidential daks
source verification or secure query ouver privakte daka, ekc
Theze services can also be charged Fees accompanied by a
Fair ZBT burning process.
Token-tier Syskem: Lle designed the boken economics of
ZkT bo exisk in biers. These btiers apply to the amounk of
Fees a user will pay during transackions.
Different users hawve some degree of Fees waiver
depending on howe many tokens Ehey hold. For inskance:

e If you hiold 0.1%, you gek 5% discount

e IFf you hold 2%, you gek 10% discounk

e If you hiold 1.9%, gou gek 35% discounk
Token Distribution: The tokal armount of kokens is 5 Million,
12%: For Fundraising, 4.2% For Ehe team, and 2.2% For Ehe
Foundation.

= Millicr
Token

For The
Team Foundakion
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Fokenkial se
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(M)

Froof of Identity

Zero-knowledge proof of idenkiby iz anokther
application case of Zk-HnonSHAERE. LWhen a
reqiskered user wisits a websike, his idenkiby is

rewealed when using the conuvenkional
paszsword-based aukthenticaktion approach. On
the other hand, he could ron the zero-
krnowledge proof of identity protocol ko
authenkticate  themselues ko the wwebsike
withook revealing exactly who Ehey are. This

serues to prokeck Ehe uzer’s browesing privacy. I

itk our anonygmous pagrent modole For
smark conktrack plaktforms and anonygrous BETC
crozs-chain transfer module, one could easily
build zophisticated Defi Functionality such as
decenkralized exchange, or lending and Load.
To puk Ehe cherry on top of Ehe cake, wee waill
guaranktee all the money kransfer in these
Farncy Defi Funckionaliby iz privacy-preserwing,
meaning bokh the sender and receiver
iIdenkity of a transaction is anonyrmized while
the Eransackion amounk 1= confidential. The
plug-and-play nature of Ehe technical modules
provided by Ehe ZRT ecosygskem waill
guaranktees the minimnum efforks of dewveloping
the privacy-preseruing Defl. ZETsunani waill
be the bop choice of Defi projecks when they
try ko ensure maxionum lguidity wehile =Eill
preserwing their clients’ Financial privacy.
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Zh-Hron=MHER

Zk-AnonSHARK can also be deployed ko proteck one’s digikal
properky in a Fair dakta monetization process. Imagine a hacker
Found a vital bug in a sofbweare and they try ko sell Eheir
knowledge of the bug ko Ehe softbweare vendor. Buk the hacker
does nok wank to reveal this knowledge before they receive the
bounty. From Ehe software vendor's perspective, it cannok
release the bounkty without evidence showing Ehak the hacker
has successfully Found a bug. In this case, Ehe vendor and
akttacker could run a zero-knowwledge kest =0 thak Ehe akttacker
could indeed present proof showing Ehetre iz a bug in the
sofbweare without revealing exackly whak the bug is. Using Ehe
same principle, the general zero-knowledge AnonSHARER could be
used ko prove Ehe validiby of any daka in a privacy-preseruing
manner in any daka monetization deal.

The amazing power of zero-knowledge AnonSHARR can ewven
shine in a cenkralized setking. For inskance, companies like Uber or
Oibi hawve long been accused of rmanipulating Ehe ridesharing price.
However, the price variakion could jusk be Ehe naktural resulk of
Ehe algorithm Ehey use in some cases. Nonektheless,

it might be difficulk For those companies to exonerate themselwes
since the algorithm, especially Ehe algorithm's parameters, is their
core krade secret. In Ehis case, it is possible ko apply the general
zeto-knowledge AnonSHARR bo efficiently prove their innocence
wWhile protecking their inkelleckual property. The zame principle
applies wihenever there is a conflick

bebwieen algorithmic
transparency and
confidentiality. Zero-
krnowledge
HnonSHAER can
alwrays be applied ko
realize conkral
information leakage
such thak exacktly the
amounk of balance
can be achiewed. For
inskance, the Federal
reserve could use
our zero-knowledge
HronSHARER to prowve
they are nok reckless
In kerms of their
currency policy, while
nok leaking any
claszified information.




; I.ﬁ Sk Tsunani

les Conclusion

ZkTzunami provides an inkeroperable ecosyskem
For the anonygrmous digikal as=seks derived From aur
ecosyskem based on our dezign and implementation

of advanced Zk-HhonSHARR Eechnology.
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